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DETAILED ACTION 

1. Claims 1-13 are pending. 

Claim Rejections - 35 USC § 103 

2. The following is a quotation of 35 U.S.C. 103(a) which 
forms the basis for all obviousness rejections set forth in this 
Office action: 

(a) A patent may not be obtained though the invention is not identically 
disclosed or described as set forth in section 102 of this title, if the 
differences between the subject matter sought to be patented and the prior 
art are such that the subject matter as a whole would have been obvious at 
the time the invention was made to a person having ordinary skill in the 
art to which said subject matter pertains. Patentability shall not be 
negatived by the manner in which the invention was made. 

3. Claims 1, 2, 4-6, and 11 rejected under 35 U.S.C. 103(a) as 
being unpatentable over Fischer (US 5001752) in view of Hasebe 
et al. (US 7000114) and further in view of Mincher et al. (US 
5408506) . 

As per claim 1, Fischer discloses private time; a private 
time source in the form of a local running clock and indicating 
a published time source in the form of a local running clock and 
indicating a published time; at least one power supply arranged 
to power the private time source and the published time source 
(see figures 1 and 5 and column 3 line 58 through column 4 line 
27); and control logic programmed to perform a time stamping 
operation by receiving a message, appending the published time 
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to the message to create a timestamp, and digitally signing the 
timestamp with a private key (see column 6 lines 9-57) . 

Fischer fails to disclose a method of updating the 
published time using a trusted external time source and 
verifying the difference between the updated value and the 
current value is within a predetermined value. 

However, Hasebe et al. teaches a published time source 
update by sending a request to the trusted external time source" 
for a published time update (see column 11 lines 43-60) , 
receiving a reply from the trusted external time source 
including the published time update, updating the published time 
with the published time update (see column 11 line 61 through 
column 12 line 27) and Mincher et al. teaches updating a clock 
value if an update condition is satisfied, wherein the update 
condition is based in part on a time' difference between the 
private time and the published time update (see column 3 lines 
50-63) . 

At the time of the invention it would have been obvious to 
a person of ordinary skill in the art to update the clock of 
Fischer using the methods put forth by Hasebe et al. and Mincher 
et al . 

Motivation to do so would have been to verify the update is 
from the trusted time source (see Hasebe et al. column 11 line 



Application/Control Number: 10/034,952 Page 4 

Art Unit: 2137 

61 through column 12 line 27) and to handle errors caused by the 
difference between the current clock value and the update value 
(see Mincher et al. column 3 lines 50-63). 

As per claim 2, the modified Fischer, Hasebe et al . and 
Mincher et al. system discloses a printed circuit board 
including a connector for connecting to a bus of a computer, 
wherein the private time source, the public time source, the at 
least one power supply, and the control logic are mounted to the 
printed circuit board (see Fiscfrer figures 1 and 5) . 

As per claim 4, the modified Fischer, Hasebe et al. and 
Mincher et al. system discloses the control logic is programmed 
to perform the published time source update at least once per 
month (see Hasebe et al. column 12 lines 28-41). As described by 
Hasebe et al . , the time updates can occur at any prescribed 
regular time interval. 

As per claims 5, 11, and 12, the modified Fischer, Hasebe 
et al. and Mincher et al. system discloses the update condition 
is not satisfied when the time difference is greater than a 
predetermined value (see Mincher et al . column 3 lines 50-63), 
but fails to explicitly disclose this value being 6 hours. 
However, Fischer discloses checking a time different and if this 
difference is greater than a few milliseconds per day then to 
give an error (see column 4 lines 2-9) . Since 6 hours is 
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greater than a few milliseconds and would cause an error the 
modified Fischer, Hasebe et al. and Mincher et al . system 
discloses the limitations of claim 5. 

As per claim 6, the modified Fischer, Hasebe et al . and 
Mincher et al. system discloses updating the published time with 
the published time update in a manner that is based on a time 
different between the published time and the published time 
update (see Mincher et al . column 3 lines 50-63). 
4. Claim 3 is rejected under 35 U.S.C. 103(a)' as being 
unpatentable over the modified Fischer, Hasebe et al. and 
Mincher et al. system as applied to claim 2 above, and further 
in view of Esker (US 6236277) . 

As per claim 3, the modified Fischer, Hasebe et al . and 
Mincher et al. system fails to disclose the use of crystal 
oscillators to stabilize the time sources. 

However, Esker teaches such crystal oscillators (see column 
7 lines 3-11) . 

At the time of the invention it would have been obvious to 
a person of ordinary skill in the art to use crystal oscillators 
to stabilize the time sources of the modified Fischer, Hasebe et 
al. and Mincher et al. system. 

Motivation to do so. would have been that a crystal 
oscillator is a common way of efficiently maintaining a clock. 
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5. Claims 9 and 10 are rejected under 35 U.S.C. 103(a) as 
being unpatentable over the modified Fischer, Hasebe et al . and 
Mincher et al . system as applied to claim 1 above, and further 
in view of Watson (US 6775704). 

As per claims 9 and 10, the modified Fischer, Hasebe et al. 
and Mincher et al. system fails to disclose the update condition 
is further based on an elapsed time between sending the request 
and receiving the reply. 

However, Watson teaches checking this time delay (see 
column 7 lines 29-32). 

At the time of the invention it would have been obvious to 
a person of ordinary skill in. the art to include the 
verification of the time delay of the response in the modified 
Fischer, Hasebe et al. and Mincher et al. system. 

Motivation to do so would have been to protect the system 
against replay attacks. 

6. Claim 13 is rejected under 35 U.S.C. 103(a) as being 
unpatentable over the modified Fischer, Hasebe et al. and 
Mincher et al. system as applied to claim 1 above, and further 
in view of Terao (US 6651167). 

As per claim 13, the modified Fischer, Hasebe et al . and 
Mincher et al . system fails to explicitly disclose the circuit 
board is encapsulated in a tamperproof enclosure. 
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However, Terao teaches such an enclosure (see column 7 
lines 2-11) . 

At the time of the invention it would have been obvious to 
a person of ordinary skill in the art to enclose the modified 
Fischer, Hasebe et al. and Mincher et al. system circuit board 
in a tamperproof enclosure. 

Motivation to do so would have been to make the system more 
secure . 

Allowable Subject Matter 

7. Claims 7 and 8 are objected to as being dependent upon a 
rejected base claim, but would be allowable if rewritten in 
independent form including all of the limitations of the base 
claim and any intervening claims. 

8. The following is a statement of reasons for the indication 
of allowable subject matter: the -prior art fails to teach using 
different methods of updating a time source based on the 
different between two time values and the difference being 
explicitly 5 seconds. 
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Response to Arguments 

9. Applicant's arguments submitted with the Pre-Appeal request 
have been considered but are moot in view of the new ground (s) 
of rejection. 

Conclusion 

10. The prior art made of record and not relied upon is 
considered pertinent to applicant's disclosure. Byrd, Dolev, 
Walsh, Teppler, Couillard, Audebert, and Schneier disclose . 
methods of updating time sources. 

Any inquiry concerning this communication or earlier 
communications from the examiner should be directed to Michael 
Pyzocha whose telephone number is (571) 272-3875. ' The examiner 
can normally be reached on 7:00am - 4:30pm first Fridays of the 
bi-week off. 

If attempts to reach the examiner by telephone are 
unsuccessful, the examiner's supervisor, Emmanuel Moise can be 
reached on (571) 272-3865. The fax phone number for the 
organization where this application or proceeding is assigned is 
571-273-8300. 
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Information regarding the status of an application may be 
obtained from the Patent Application Information Retrieval 
(PAIR) system. Status information for published applications 
may be obtained from either Private PAIR or Public PAIR. Status 
information for unpublished applications is available through 
Private PAIR only. For more information about the PAIR system, 
see http://pair~direct.uspto.gov. Should you have questions on 
access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free) . If you would 
like assistance from a USPTO Customer Service Representative or 
access to the automated information system, call 800-786-9199 
(IN USA OR CANADA) or 571-272-1000. 



MJP 



EMMANUEL LMOISE 
SUPERVISORY PATENT EXAMINER 




